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Benefits 

Peer Validation 
 Personal 
 Potential Employer 

Career advancement 

Presenter
Presentation Notes
Peer Validation – u understanding where u stand in the industry
Personal -  For knowledge gain
Potential Employer – During the interview the company will filter by the certification
Career Advancement – CCNA, CCNP, CCIE You can progress ur carrer in ur company
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Cisco Icons and Symbols 
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Data Networks 

Sharing data through the use of floppy disks is not an efficient 
or cost-effective manner. 
 
Businesses needed a solution that would successfully address 
the following three problems:  
•   How to avoid duplication of equipment and resources  
•   How to communicate efficiently  
•  How to set up and manage a network  
 
Businesses realized that networking technology could increase 
productivity while saving money. 
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Networking Devices 

Equipment that connects directly to a network segment is 
referred to as a device.  
 
These devices are broken up into two classifications.  
  End-user devices 
  Network devices 
 

End-user devices include computers, printers, scanners, and 
other devices that provide services directly to the user.   
 
Network devices include all the devices that connect the end-
user devices together to allow them to communicate. 
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Network Interface Card 

A network interface card (NIC) is a printed circuit board 
that provides network communication capabilities to and 
from a personal computer.   Also called a LAN adapter. 
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Hub 

Connects a group of Hosts 
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Switch 

Switches add more 
intelligence to data transfer 
management.   
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Router 
Routers are used to connect networks together  
Route packets of data from one network to another  
Cisco became the de facto standard of routers because of their high-
quality router products  
Routers, by default, break up a broadcast domain  
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Network Topologies 

Network topology defines the structure of the network.  
 
One part of the topology definition is the physical topology, 
which is the actual layout of the wire or media.  
 
The other part is the logical topology,which defines how the 
media is accessed by the hosts for sending data.  

Presenter
Presentation Notes
When you are cabling up your computers and networking devices, various types of topologies can be used. A topology defines how the devices are connected. 
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Bus Topology 
A bus topology uses a single backbone cable that is 
terminated at both ends.  

 
All the hosts connect directly to this backbone.  
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Ring Topology 
A ring topology connects one host to the next and the last 
host to the first.  

 
This creates a physical ring of cable.  
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Star Topology 
A star topology connects all cables to a central point of 
concentration.    
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Extended Star Topology 
An extended star topology links individual stars together by 
connecting the hubs and/or switches.This topology can extend 
the scope and coverage of the network.   
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Mesh Topology 
A mesh topology is implemented to provide as much 
protection as possible from interruption of service.  
Each host has its own connections to all other hosts. 
 Although the Internet has multiple paths to any one 
location, it does not adopt the full mesh topology.  
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Physical and Logical Topology 
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LANs, MANs, & WANs 

One early solution was the creation of local-area network 
(LAN) standards which provided an open set of guidelines for 
creating network hardware and software, making equipment 
from different companies compatible.  

 
What was needed was a way for information to move 
efficiently and quickly, not only within a company, but also 
from one business to another.    

 
The solution was the creation of metropolitan-area networks 
(MANs) and wide-area networks (WANs).  

Presenter
Presentation Notes
Metropolitan Area Networks
A metropolitan area network (MAN) is a hybrid between a LAN and a WAN. Like a WAN, it connects two or more LANs in the same geographic area. A MAN, for example, might connect two different buildings or offices in the same city. However, whereas WANs typically provide low- to medium-speed access, MANs provide high-speed connections, such as T1 (1.544Mbps) and optical services.
The optical services provided include SONET (the Synchronous Optical Network standard) and SDH (the Synchronous Digital Hierarchy standard). With these optical services, carriers can provide high-speed services, including ATM and Gigabit Ethernet. These two optical services (covered in Chapter 2) provide speeds ranging into the hundreds or thousands of megabits per second (Mbps). Devices used to provide connections for MANs include high-end routers, ATM switches, and optical switches.
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LANs 
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WANs 
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Virtual Private Network 

A VPN is a private network that is constructed within a public network 
infrastructure such as the global Internet. Using VPN, a telecommuter 
can access the network of the company headquarters through the 
Internet by building a secure tunnel between the telecommuter’s PC 
and a VPN router in the headquarters.  

Presenter
Presentation Notes
A VPN typically provides authentication, confidentiality, and integrity to create a secure connection between two sites or devices. Authentication is provided to validate the identities of the two peers. Confidentiality provides encryption of the data to keep it private from prying eyes. And integrity is used to ensure that the data sent between the two devices or sites has not been tampered with. 



21 

Bandwidth 
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Measuring Bandwidth 
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Internetworking Devices 

Presenter
Presentation Notes
When you looked at Figure 1.1, did you notice that the router is found at center stage, and that it connects each physical network together? We have to use this layout because of the older technologies involved–—bridges and hubs. Once we have only switches in our network, things change a lot! The LAN switches would then be placed at the center of the network world and the routers would be found connecting only logical networks together. If I’ve implemented this kind of setup, I’ve created virtual LANs (VLANs). 
On the top network in Figure 1.1, you’ll notice that a bridge was used to connect the hubs to a router. The bridge breaks up collision domains, but all the hosts connected to both hubs are still crammed into the same broadcast domain. Also, the bridge only created two collision domains, so each device connected to a hub is in the same collision domain as every other device connected to that same hub. This is pretty lame, but it’s still better than having one collision domain for all hosts.
Notice something else: the three hubs at the bottom that are connected also connect to the router, creating one humongous collision domain and one humongous broadcast domain. This makes the bridged network look much better indeed!
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What Are The Components Of A  
Network ?  

Main Office Branch Office  

Home  
Office  

Mobile 
Users 

Internet 
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Network Structure & 
Hierarchy 

Distribution  
Layer 

Core Layer 

Access 
Layer 

Presenter
Presentation Notes
Core Layer – Backbone
Dist Layer-  to connect Access layer to Core Layer
Access Layer is the layer where all the end users reside

Core Layer
The core layer, as its name suggests, is the backbone of the network. It provides a high speed connection between the different distribution layer devices. Because of the need for high-speed connections, the core consists of high-speed switches and will not, typically, perform any type of packet or frame manipulations, Because switches are used at the core, the core is referred to as a layer-2 core
Exam Watch  The core provides a high-speed layer-2 switching infrastructure and typically does not manipulate packet contents.

 Distribution Layer
Of the three layers, the distribution layer performs most of the connectivity tasks. In larger networks, routers are used at the distribution layer to connect the access layers to the core. For smaller networks, sometimes switches are used. 

Functions :-
Containing broadcasts between the layers

Securing traffic between the layers

Providing a hierarchy through layer-3 logical addressing and route summarization

Translating between different media types

Access Layer
The bottom layer of the three-layer hierarchical model is the access layer. Actually, the access layer is at the periphery of your campus network, separated from the core layer by the distribution layer. The main function of the access layer is to provide the user’s initial connection to your network. Typically, this connection is provided by a switch, or sometimes, a hub. Sometimes if the user works at a small branch office or home office, this device can also be a router. But in most cases, the connection is provided by a switch.
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Institute of Electrical and Electronics 
Engineers (IEEE) 802 Standards 

 IEEE 802.1: Standards related to network management.  
 

 IEEE 802.2: General standard for the data link layer in the OSI 
Reference Model. The IEEE divides this layer into two sublayers -- 
the logical link control (LLC) layer and the media access control 
(MAC) layer.  
 

 IEEE 802.3: Defines the MAC layer for bus networks that use 
CSMA/CD. This is the basis of the Ethernet standard.  
 

 IEEE 802.4: Defines the MAC layer for bus networks that use a 
token-passing mechanism (token bus networks).  
 

 IEEE 802.5: Defines the MAC layer for token-ring networks.  
 

 IEEE 802.6: Standard for Metropolitan Area Networks (MANs) 

Presenter
Presentation Notes
IEEE is an organization composed of engineers, scientists, and students. The IEEE is best known for developing standards for the computer and electronics industry
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Why do we need the OSI Model? 

To address the problem of networks increasing in size and in number, the 
International Organization for Standardization (ISO) researched many 
network schemes and recognized that there was a need to create a network 
model  

 
This would help network builders implement networks that could 
communicate and work together  

 
ISO therefore, released the OSI reference model in 1984.  

Presenter
Presentation Notes
Before OSI it was difficult for the vendors to create network products OSI, why U need to study, its a structured approach to troubleshoot

Each has independent model
Before considering how to configure Cisco routers and switches, you must be introduced to basic networking concepts you’ll need to understand in order to grasp the advanced concepts discussed in later chapters 

ISO developed the seven-layer  
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Don’t Get Confused. 

ISO - International Organization for Standardization 
 
OSI - Open System Interconnection 
 
IOS -  Internetwork Operating System 

To avoid confusion, some people say “International 
Standard Organization.” 
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The OSI Reference Model 

7  Application 

6  Presentation 
5  Session 
4  Transport 
3  Network 
2  Data Link 
1  Physical 

The OSI Model will be 
used throughout your 
entire networking 
career! 
 
 
 
 
 
 

Memorize it! 
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OSI Model 

Data Flow  
Layers 

Transport 

Data-Link  

Network 

Physical 

Application  
(Upper)  
Layers 

Session 

Presentation 

Application 
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Layer 7 - The Application Layer 

7  Application 

6  Presentation 
5  Session 
4  Transport 
3  Network 
2  Data Link 
1  Physical 

This layer deal with 
networking 
applications. 
 
Examples: 
• Email 
• Web browsers 
 
PDU - User Data 

Each of the layers have Protocol Data Unit (PDU) 
 

Presenter
Presentation Notes
top (seventh) layer of the OSI Reference Model is the application layer. It provides the user interface. Examples of TCP/IP applications include telnet, FTP, HTTP, and SMTP. 
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Layer 6 - The Presentation Layer 

7  Application 

6  Presentation 
5  Session 
4  Transport 
3  Network 
2  Data Link 
1  Physical 

This layer is responsible 
for presenting the data in 
the required format which 
may include: 
Code Formatting 
Encryption 
Compression 
 
PDU - Formatted Data 

Presenter
Presentation Notes
The Presentation layer gets its name from its purpose: It presents data to the Application layer and is responsible for data translation and code formatting
Exam Watch The presentation layer determines how data is represented to the user. Examples of presentation layer protocols and standards include ASCII, BMP, GIF, JPEG, WAV, AVI, and MPEG.
ASCII (the American Standard Code for Information Interchange, used by most devices today) uses seven bits to represent characters. EBCDIC (Extended Binary-Coded Decimal Interchange Code, developed by IBM) 

PICT A picture format used by Macintosh programs for transferring QuickDraw graphics.
TIFF Tagged Image File Format; a standard graphics format for high-resolution, bitmapped images.
JPEG Photo standards brought to us by the Joint Photographic Experts Group. Other standards guide movies and sound:
MIDI Musical Instrument Digital Interface (sometimes called Musical Instrument Device Interface), used for digitized music.
MPEG Increasingly popular Moving Picture Experts Group standard for the compression and coding of motion video for CDs. It provides digital storage and bit rates up to 1.5Mbps.
QuickTime For use with Macintosh programs; manages audio and video applications.
RTF Rich Text Format, a file format that lets you exchange text files between different word processors, even in different operating systems.

Categorize as file type




34 

Layer 5 - The Session Layer 

7  Application 

6  Presentation 
5  Session 
4  Transport 
3  Network 
2  Data Link 
1  Physical 

This layer establishes, manages, and 
terminates sessions between two 
communicating hosts. 
Creates Virtual Circuit 
Coordinates communication between systems  
Organize their communication by offering 
three different modes 

Simplex 
Half Duplex 
Full Duplex  

 
 
Example: 
• Client Software 
 ( Used for logging in) 
 
PDU - Formatted Data 

Presenter
Presentation Notes
Exam Watch The session layer is responsible for setting up and tearing down network connections. Examples include RPCs and NFS.
The actual mechanics of this process, however, are implemented at the transport layer. To set up connections or tear down connections, the session layer communicates with the transport layer. Remote Procedure Call (RPC) is an example of an IP session protocol; the Network File System (NFS), which uses RPC, is an example application at this layer.
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Half Duplex 
• It uses only one wire pair with a digital signal running in 

both directions on the wire. 
 

• It also uses the CSMA/CD protocol to help prevent 
collisions and to permit retransmitting if a collision does 
occur. 
 

• If a hub is attached to a switch, it must operate in half-
duplex mode because the end stations must be able to 
detect collisions. 
 

•  Half-duplex Ethernet—typically 10BaseT—is only about 
30 to 40 percent efficient because a large 10BaseT 
network will usually only give you 3 to 4Mbps—at most. 
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Full Duplex 
In a network that uses twisted-pair cabling, one pair is used to carry the transmitted 
signal from one node to the other node. A separate pair is used for the return or 
received signal. It is possible for signals to pass through both pairs simultaneously. 
The capability of communication in both directions at once is known as full duplex.  

Presenter
Presentation Notes
Full duplex means you can send and receive at the same time. This was impossible on coax, the original Ethernet media since it had only 1 conductor and Ethernet uses baseband signaling. However, 10BaseT and 100BaseT use a cable with 4 conductors.  (Actually, there are typically 8 conductors but only 4 are used.) 1 pair of conductors is used to send data and the other to receive data. Each pair are also twisted around each other to help eliminate noise, hence the name unshielded twisted pair. With the right hardware you can theoretically double the speed of your network by sending and receiving simultaneously. Of course it’s a rare environment that has so much data to send in both directions but full duplex will give you a performance boost because you no longer have to wait for 1 host to finish sending before you start to send your data, i.e. a deferral�
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Layer 4 - The Transport Layer 

7  Application 

6  Presentation 
5  Session 
4  Transport 
3  Network 
2  Data Link 
1  Physical 

This layer breaks up the data from the 
sending host and then reassembles it at 
the receiver. 

 
It also is used to ensure reliable data 
transport across the network. 
Can be reliable or unreliable 
Sequencing 
Acknowledgment 
Retransmission 
Flow Control 

 
PDU - Segments 

Presenter
Presentation Notes
Protocol Data Unit. The term used to describe data as it moves from one layer of the OSI model to another. 
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Layer 3 - The Network Layer 

7  Application 

6  Presentation 
5  Session 
4  Transport 
3  Network 
2  Data Link 
1  Physical 

Sometimes referred to as the “Cisco Layer”. 
End to End Delivery 
Provide logical addressing that routers use for 
path determination 
Segments are encapsulated 
Internetwork Communication 
Packet forwarding 
Packet Filtering 
Makes “Best Path Determination” 
Fragmentation 

 
 
PDU – Packets – IP/IPX 
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Layer 2 - The Data Link Layer 
7  Application 

6  Presentation 
5  Session 
4  Transport 
3  Network 
2  Data Link 
1  Physical 

Performs Physical Addressing 
This layer provides reliable transit of 
data across a physical link. 
Combines bits into bytes and  
bytes into frames 
Access to media using MAC address 
Error detection, not correction 
LLC and MAC 
Logical Link Control performs Link 
establishment 
MAC Performs Access method 
 
 
 
PDU - Frames 

Preamble DMAC SMAC Data length DATA FCS 

Presenter
Presentation Notes
Preamble is sequence of 1’s and 0’s signifies the beginning of a frame
DataLen decides the length of Data, can be 64 to 1500 Bytes is called as MTU
FCS is used for error detection
CRC run on the data field and and the values is kept in FCS




40 

Layer 1 - The Physical Layer 

7  Application 

6  Presentation 
5  Session 
4  Transport 
3  Network 
2  Data Link 
1  Physical 

This is the physical media 
through which the data, 
represented as electronic signals, 
is sent  from the source host to 
the destination host. 

 
Move bits between devices 
Encoding 
PDU - Bits 

Presenter
Presentation Notes
The data is in Bits bits are converted to signals known as encoding
The physical layer is also responsible for how binary information is converted to a physical layer signal. For example, if the cable uses copper as a transport medium, the physical layer defines how binary 1’s and 0’s are converted into an electrical signal by using different voltage levels. If the cable uses fiber, the physical layer defines how 1’s and 0’s are represented using an LED or laser with different light frequencies
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Data Encapsulation 

Transport  

Data-Link 

Physical  

Network  

Upper-Layer Data 

Upper-Layer Data TCP Header 

Data IP Header 

Data LLC Header 

0101110101001000010 

Data MAC Header 

Presentation 

Application 

Session 

Segment 

Packet 

Bits 

Frame 

PDU 

FCS 

FCS 
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Data Encapsulation 
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OSI Model Analogy  
Application Layer - Source Host 

After riding your new bicycle a few times in 
Bangalore, you decide that you want to give it to 
a friend who lives in DADAR, Mumbai. 
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OSI Model Analogy  
Presentation Layer - Source Host 

Make sure you have the proper directions to 
disassemble and reassemble the bicycle. 
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OSI Model Analogy   
Session Layer - Source Host 

Call your friend and make sure you have his 
correct address.   
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OSI Model Analogy   
Transport Layer - Source Host 

Disassemble the bicycle and put different pieces 
in different boxes.  The boxes are labeled 
 “1 of 3”,  “2 of 3”, and “3 of 3”. 
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OSI Model Analogy   
Network Layer - Source Host 

Put your friend's complete mailing address (and 
yours) on each box.Since the packages are too 
big for your mailbox (and since you don’t have 
enough stamps) you determine that you need to 
go to the post office. 
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OSI Model Analogy  
Data Link Layer – Source Host 

Bangalore post office takes possession of the 
boxes. 
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OSI Model Analogy   
Physical Layer - Media 

The boxes are flown from Bangalore to Mumbai. 
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OSI Model Analogy   
Data Link Layer - Destination 

Dadar post office receives your boxes. 
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OSI Model Analogy   
Network Layer - Destination 

Upon examining the destination address, 
Dadar post office determines that your 
boxes should be delivered to your written 
home address. 
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OSI Model Analogy   
Transport Layer - Destination 

Your friend calls you and tells you he got all 3 
boxes and he is having another friend named 
BOB reassemble the bicycle.   
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OSI Model Analogy   
Session Layer - Destination 

Your friend hangs up because he is done talking 
to you.   
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OSI Model Analogy   
Presentation Layer - Destination 

BOB is finished and “presents” the bicycle to 
your friend.  Another way to say it is that your 
friend is finally getting him “present”.   



55 

OSI Model Analogy   
Application Layer - Destination 

Your friend enjoys riding his new bicycle in 
Dadar. 
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Data Flow Through a Network 
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Type of Transmission 

Unicast 
Multicast 
Broadcast 
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Type of Transmission 
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Broadcast Domain 

A group of devices receiving broadcast frames 
initiating from any device within the group 
 

Routers do not forward broadcast frames, 
broadcast domains are not forwarded from one 
broadcast to another. 
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Collision 
 The effect of two nodes sending transmissions 

simultaneously in Ethernet. When they meet on the 
physical media, the frames from each node collide and 
are damaged. 
 

Presenter
Presentation Notes
Exam Watch Make sure you understand the mechanics of Ethernet: CSMA/CD. No device has priority over another device. If two devices transmit simultaneously, a collision occurs. When this happens, a jam signal is generated and the devices try to retransmit after waiting a random period.
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Collision Domain 

The network area in Ethernet over which frames 
that have collided will be detected.  

Collisions are propagated by hubs and repeaters 
Collisions are Not propagated by switches, 

routers, or bridges 
 

Presenter
Presentation Notes
If two or more machines simultaneously sense the wire and see no frame, and each places its frame on the wire, a collision will occur. In this situation, the voltage levels on a copper wire or the light frequencies on a piece of fiber get messed up. For example, if two NICs attempt to put the same voltage on an electrical piece of wire, the voltage level will be different than if only one device does so. Basically, the two original frames become unintelligible (or undecipherable). The NICs, when they place a frame on the wire, examine the status of the wire to ensure that a collision does not occur: this is the collision detection mechanism of CSMA/CD.
If the NICs see a collision for their transmitted frames, they have to resend the frames. In this instance, each NIC that was transmitting a frame when a collision occurred creates a special signal, called a jam signal, on the wire, waits a small random time period, and senses the wire again. If no frame is currently on the wire, the NIC will then retransmit its original frame. The time period that the NIC waits is measured in microseconds, a delay that can’t be detected by a human. Likewise, the time period the NICs wait is random to help ensure a collision won’t occur again when these NICs retransmit their frames.
The more devices you place on a segment, the more likely you are to experience collisions. If you put too many devices on the segment, too many collisions will occur, seriously affecting your throughput. Therefore, you need to monitor the number of collisions on each of your network segments. The more collisions you experience, the less throughput you’ll get. Normally, if your collisions are less than one percent of your total traffic, you are okay. This is not to say that collisions are bad—they are just one part of how Ethernet functions.
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Physical Layer 

Defines 
• Media type  

• Connector type  

• Signaling type 

80
2.

3 

Ph
ys

ic
al

 
802.3 is responsible for LANs based on the carrier sense multiple access  
collision detect (CSMA/CD) access methodology. Ethernet is an example  
of a CSMA/CD network. 
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Physical Layer: 
Ethernet/802.3 

Hub 

Hosts 

Host 

10Base2—Thin Ethernet 
10Base5—Thick Ethernet 

10BaseT—Twisted Pair 
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Device Used At Layer 1 

A B C D 

Physical  

• All devices are in the same collision domain. 
• All devices are in the same broadcast domain. 
• Devices share the same bandwidth. 
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Hubs & Collision Domains 

• More end stations means 
more collisions. 

• CSMA/CD is used. 

Presenter
Presentation Notes
Tk-10-7
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Layer 2 

Data Source Address FCS Length Destination Address 

Variable 2 6 6 4 

0000.0C          xx.xxxx 

Vendor 
Assigned 

IEEE Assigned 

MAC Layer—802.3 

Preamble 

Ethernet II 
uses “Type” 
here and  
does not use 
802.2. 

MAC Address 

8 Number of Bytes 

synchronize senders and receivers  

Presenter
Presentation Notes
IEEE’s Version of Ethernet
There are actually two variants of Ethernet: IEEE’s implementation and the DIX implementation. Ethernet was developed by three different companies in the early 1980s: Digital, Intel, and Xerox, or DIX for short. This implementation of Ethernet has evolved over time; its current version is called Ethernet II. Devices running TCP/IP typically use the Ethernet II implementation.
The second version of Ethernet was developed by IEEE and is standardized in the IEEE 802.2 and 802.3 standards. IEEE has split the data link layer into two components: MAC and LLC. These components are described in Table 2-5. The top part of the data link layer is the LLC, and its function is performed in software. The bottom part of the data link layer is the MAC, and its function is performed in hardware.

Logical Link Control (LLC) 802.2
 Defines how to multiplex multiple network layer protocols in the data link layer frame. LLC is performed in software. 

 MAC 802.3 Defines how information is transmitted in an Ethernet environment, and defines the framing, MAC addressing, and mechanics as to how Ethernet works. MAC is performed in hardware
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Devices On Layer 2 
(Switches & Bridges) 

• Each segment has its own collision domain. 
• All segments are in the same broadcast domain. 

Data-Link 

OR 1 2 3 1 2 4 

Presenter
Presentation Notes
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Switches 

• Each segment is its 
own collision domain. 

• Broadcasts are 
forwarded to all 
segments. 

Memory 

Switch 

Presenter
Presentation Notes
TK16-15
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Layer 3 : Network Layer 

 
• Defines logical 

source and 
destination 
addresses 
associated with a 
specific protocol 

• Defines paths 
through network 

N
et

w
or

k 

IP, IPX 

D
at

a-
Li

nk
 

Ph
ys

ic
al

 

EIA/TIA-232 
V.35 

802.2 

802.3 

Presenter
Presentation Notes
Logical Addressing – scenario Explain



70 

Layer 3 : (cont.) 

Data Source 
Address 

Destination  
Address IP Header 

172.15.1.1 
Node Network 

Logical 
Address 

Network Layer End-Station Packet 

Route determination occurs at this layer, so a packet must include a source and 
destination address. 
Network-layer addresses have two components: a network component for 
internetwork routing, and a node number for a device-specific address. The 
example in the figure is an example of an IP packet and address. 
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Layer 3 (cont.) 

 11111111  11111111  00000000  00000000 

 10101100  00010000  01111010  11001100 

Binary 
Mask 

Binary 
Address 

172.16.122.204 255.255.0.0 
172 16 122 204 

255 

Address Mask 

255 0 0 

Network Host 
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Device On Layer 3 
Router 

• Broadcast control 

• Multicast control 

• Optimal path 
determination 

• Traffic management 

• Logical addressing 

• Connects to WAN  
services 
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Layer 4 : Transport Layer 
• Distinguishes between 

upper-layer applications 

• Establishes end-to-end 
connectivity between 
applications 

• Defines flow control  

• Provides reliable or 
unreliable services for 
data transfer 

 

N
et

w
or

k 

IPX IP 

Tr
an

sp
or

t 

SPX TCP UDP 

Presenter
Presentation Notes
Another function of the transport layer is to set up and maintain connections for the session layer. The information transferred to devices at the transport layer is called a segment. Because multiple connections may be established from one device to another device or devices, some type of multiplexing function is needed to differentiate between the various connections. This ensures that the transport layer can send data from a particular application to the correct destination and, when receiving data from a destination, get it to the right application.
To accomplish this feat, the transport layer assigns a unique set of numbers for each connection. These numbers are called port or socket numbers. There is a source port number and a destination port number for each connection. The destination port numbers assigned by the source device are referred to as well-known port numbers. The source device uses an appropriate port number in the destination port field to indicate to the destination which application it is trying to access. For example, the TCP/IP protocol stack gives each application a unique port number. 
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Reliable Service 

Synchronize 

Acknowledge, Synchronize 

Acknowledge 

Data Transfer 
(Send Segments) 

Sender Receiver 

Connection Established 

Presenter
Presentation Notes
A DNS query is a good example where using a connection-oriented service doesn’t make sense. With a DNS query, a device is trying to resolve a fully qualified domain name to an IP address. The device sends the single query to a DNS server and waits for the server’s response. In this process, only two messages are generated: the client’s query and the server’s response. Because of the minimal amount of information shared between these two devices, it makes no sense to establish a reliable connection first before sending the query. Instead, the device should just send its information and wait for a response. If a response doesn’t come back, the application can send the information again or the user can get involved. Again, with DNS, you can configure two DNS servers in the Microsoft Windows operating system. If you don’t get a reply from the first server, the application can use the second configured server. 
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How They Operate 
Hub Bridge Switch Router 

Collision Domains: 
1                     4                         4                             4  

Broadcast Domains: 
1                     1                         1                             4  



76 



77 

Why Another Model? 

Although the OSI reference model is universally recognized, the 
historical and technical open standard of the Internet is 
Transmission Control Protocol / Internet Protocol (TCP/IP).  

The TCP/IP reference model and the TCP/IP protocol stack 
make data communication possible between any two 
computers, anywhere in the world, at nearly the speed of light. 

The U.S. Department of Defense (DoD) created the TCP/IP 
reference model because it wanted a network that could survive 
any conditions, even a nuclear war.  
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TCP/IP Protocol Stack 

7 

6 

5 

4 

3 

2 

5 

4 

3 

2 

Application 

Presentation 

Session 

Transport 

Network 

Data-Link 

Physical 1 

Application 

Transport 

Internet 

Data-Link 

Physical 
1 

Presenter
Presentation Notes
Purpose: This figure shows the protocol layers and compares them with the layers of the OSI reference model.	
Emphasize: This figure shows the TCP/IP conceptual layer titles. The protocol stack is used several times in this chapter, and the lower two layers may be sometimes called the network interface layer.
The terms “packet” and “datagram” are nearly interchangeable. However, a datagram is a unit of data, while a packet is a physical entity that appears on a network. In most cases, a packet contains a datagram. In some protocols, however, a datagram is divided into a number of packets to accommodate a requirement for smaller, transmittable pieces.	
Note: Creation and documentation of the Internet protocols closely resembles an academic research project. The protocols are specified in documents called RFCs. RFCs are published, reviewed, and analyzed by the Internet community. 	
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Application Layer Overview 

*Used by the Router 

Application 

Transport 

Internet 

Data-Link 

Physical 

File Transfer 
 - TFTP* 
 - FTP* 
 - NFS 
E-Mail 
 - SMTP 
Remote Login 
 - Telnet* 
 - rlogin* 
Network Management 
 - SNMP* 
Name Management 
 - DNS* 

Presenter
Presentation Notes
Purpose: This figure discusses application-layer protocols. 
Emphasize: The common network applications today include file transfer, remote login, network management, and e-mail.
We focus on TCP/IP in this course for several reasons: 
TCP/IP is a universally available protocol and you will use it at work. 
TCP/IP is a useful reference for understanding other protocols, because it includes elements that are representative of other protocols. 
TCP/IP is important because the router uses it as a configuration tool. The router uses Telnet for remote configuration, TFTP to transfer configuration files and operating system images, and SNMP for network management. 	
Transition: The next section moves down the model to discuss the transport layer.	
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Transport Layer Overview 

Transmission Control 
Protocol (TCP) 
 
User Datagram  
Protocol (UDP) 

Application 

Transport 

Internet 

Data-Link 

Physical 

Connection-
Oriented 
 
Connectionless 
 

Presenter
Presentation Notes
Purpose: This figure introduces the protocols used at the transport layer.	
Emphasize: TCP is one protocol within the protocol suite of TCP/IP. TCP is an acknowledged transport-layer protocol. However, TCP has a large header so there is much overhead.
UDP is unacknowledged. By eliminating all of the acknowledgement mechanisms, UDP is fast and efficient. UDP does not divide application data into pieces. Reliability is assumed to be handled by the upper-layer protocols, by a reliable lower-layer protocol, or by an error-tolerant application. UDP does have a smaller header and less overhead.
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TCP Segment Format 

Source Port (16) Destination Port (16) 

Sequence Number (32) 

Header 
Length (4) 

Acknowledgment Number (32) 

Reserved (6) Code Bits (6) Window (16) 

Checksum (16) Urgent (16) 

Options (0 or 32 if Any) 

Data (Varies) 

20 
Bytes 

Bit 0 Bit 15 Bit 16 Bit 31 

Presenter
Presentation Notes
Purpose: This figure explains what is contained in a TCP segment. 	
Emphasize: Source Port and Destination Port are the connections to the upper-layer protocol.
Sequence and Acknowledgment numbers are the position in the user’s byte stream of this segment. Sequence numbers are used for establishing reliability.
HLEN is the header length. It tells us where the data begins.
Six bits are reserved for future use.
Code Bits distinguish session management messages from data.
Window is a term we will come back to in a few slides. For now, consider it to be the size of the receiver’s buffers.
Checksum is a cyclic redundancy check (CRC). It verifies that the datagram arrived intact.
Urgent Pointer is used to signify urgent data.- To deal with situations where a certain part of a data stream needs to be sent with a higher priority than the rest, TCP incorporates an “urgent” function. When critical data needs to be sent, the application signals this to its TCP layer, which transmits it with the URG bit set in the TCP segment, bypassing any lower-priority data that may have already been queued for transmission
Options are used by vendors to enhance their protocol offering.
The data portion of the frame contains the upper-layer protocol data.



82 

Port Numbers 

TCP 

Port  
Numbers 

F 
T 
P 

Transport 
Layer 

T 
E 
L 
N 
E 
T 

D 
N 
S 

S 
N 
M 
P 

T 
F 
T 
P 

S 
M 
T 
P 

UDP 

Application 
Layer 

21 23 25 53 69 161 

R 
I 
P 

520 

Presenter
Presentation Notes
Purpose: This figure explains how TCP uses port numbers to connect applications. 
Emphasize: These port numbers were standardized in RFC 1340. This RFC has been obsoleted by RFC 1700. However, many of the port numbers outlined in RFC 1340 are still being used as standards. 
It is possible to filter on TCP port numbers.
The TCP port number, combined with other information, is what UNIX C language developers call a socket. However, work sockets have different meanings in XNS and Novell, where they are service access point abstractions or programming interfaces rather than service access point identifiers.	




83 

TCP Port Numbers 

Source 
Port 

Destination 
Port … 

Host A 

1028 23 … 
SP DP 

Host Z 
Telnet Z 

Destination port = 23. 
Send packet to my  

Telnet  
application. 

Presenter
Presentation Notes
Purpose: This figure continues to explain how TCP uses port numbers. 	
Emphasize: In most cases, the TCP port number on one side of a conversation is the same on the other side. For example, when a file transfer takes place, the software on one host is communicating with a peer application on another host.
In this example we see a Telnet (TCP port 23) session. It is possible to have multiple Telnet sessions running simultaneously on a host or router. Telnet selects an unused port number above 1023 to represent the source port for each independent session. Notice that the destination port is still 23. 
Port numbering is important to understand in order to configure IP extended access lists. The lack of symmetry in port number use is a critical factor in establishing effective security.	
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TCP Port Numbers 

Presenter
Presentation Notes
If more than one device is involved, things become more complicated. In the example shown PC-B also has a connection to the server. This connection has a source port number of 2,000 and a destination port number of 23—another telnet connection. This brings up an interesting dilemma. How does the server differentiate between PC-A’s connection that has port numbers 2,000/23 and PC-B’s, which has the same? Actually, the server uses not only the port numbers at the transport layer to multiplex connections, but also the layer-3 addresses of the devices connected to these connections. In this example, notice that PC-A and PC-B have different layer-3 addresses: 1.1.1.1 and 1.1.1.2 respectively. 

mk:@MSITStore:D:\Bootcamp\BootCampPPTs\640-801 Cisco CCNA\CCNA_Cisco_Certified_Network_Associate_Study_Guide.chm::/8153final/images/f02%2D07%5F0%2Ejpg
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Send SYN  
(seq = 100 ctl = SYN) 

SYN Received 

Send SYN, ACK  
(seq = 300 ack = 101  
ctl = syn,ack) 

Established 
(seq = 101 ack = 301  
ctl = ack) 

Host A Host B 

1 

2 

3 

SYN Received 

TCP Three-Way 
Handshake/Open Connection 

Presenter
Presentation Notes


Syn – Can I Talk to you?
Syn (Can I talk to you?), ACK (Yes)
Ack (Yes)


Emphasize: In the next segment, host A sends some data.  Note that the sequence number of the segment in step 3 is the same as as the ACK in Step 2. 	
This sequence is like two people talking. The first person wants to talk to the second, and says, “I would like to talk with you.” (SYN) The second person responds, “Good. I want to talk with you.” (SYN, ACK) The first person then says, “Fine—let us talk. Here is what I have to say.” (SYN, ACK, DATA)
At this point, either side can begin communicating and either side can break the connection. TCP is a peer-to-peer (balanced) communication method (no primary/secondary). 
Note: This figure explains TCP connection establishment. For more information regarding the three-way handshake in establishing a TCP connection, refer to RFC 793.	
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Opening & Closing Connection 
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Windowing 
• Windowing in networking means the quantity of data 

segments which is measured in bytes that a machine can 
transmit/send on the network without receiving an 
acknowledgement 



88 • Window Size = 1 

 Sender   Receiver 
Send 1 Receive 1 

Receive ACK 2  
Send ACK 2 

Send 2 
Receive 2 

Receive ACK 3 
Send ACK 3 

Send 3 
Receive 3 

Receive ACK 4 Send ACK 4 

TCP Simple Acknowledgment 

Presenter
Presentation Notes
Forward Ack

Emphasize: ACK for message 3. (Send ACK 4, Receive ACK 4)
This sequence helps to convey the delay associated with a window size of one.
Note: TCP acknowledgments are expectational and are sometimes called forward referenced, which means that they refer to the segment they are expecting to receive, not the one just sent.
Acknowledgment field sizes can become an issue when transmitting data at FDDI and ATM speeds.
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TCP Sequence and  
Acknowledgment Numbers 
Source 

Port 
Destination 

Port … Sequence 
 

Acknowledgment 
 

1028 23 
Source Dest. 

11 
Seq. 

101 
Ack. 

1028 23 
Source Dest. 

10 
Seq. 

100 
Ack. 

1028 23 
Source Dest. 

11 
Seq. 
100 

Ack. 

1028 23 
Source Dest. 

12 
Seq. 
101 

Ack. 

I just got number 
11, now I need  
number 12. 

I just 
sent number 
11. 

Presenter
Presentation Notes
Layer 4 of 4
Emphasize: Layer 4 shows the acknowledgment number is 12. 	
The sequence and acknowledgment numbers are directional. The slide highlights the communication going in one direction. The sequence and acknowledgments take place with the sender on the right. TCP provides full-duplex communication.	
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Windowing 
 

 There are two window sizes—one set to 1 and one set to 
3.  

 When you’ve configured a window size of 1, the sending 
machine waits for an acknowledgment for each data 
segment it transmits before transmitting another 

 If you’ve configured a window size of 3, it’s allowed to 
transmit three data segments before an 
acknowledgment is received. 

Presenter
Presentation Notes
Forward Ack
Delayed ACK
Flow Control

Another function of the transport layer is to provide optional flow control. Flow control is used to ensure that networking devices don’t send too much information to the destination, overflowing its receiving buffer space, and causing it to drop the sent information. Overflow is not good because the source will have to resend all of the information that was dropped. The transport layer can use two basic flow control methods:

 Exam Watch  The purpose of flow control is to ensure the destination doesn't get overrun by too much information sent by the source.
 

Ready/not ready signals

Windowing

Ready/not ready signals and windowing are used to implement flow control. Ready/not ready signals are not efficient, causing drops in unnecessary traffic and delays in the transmission of traffic. Windowing addresses these issues. With windowing, a window size is established, which defines the number of segments that can be transferred before waiting for an acknowledgment from the destination.
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Windowing 

Presenter
Presentation Notes
Windows size 3 –Delayed Ack
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Transport Layer Reliable Delivery 
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Flow Control 
 Another function of the transport layer is to provide 

optional flow control.  
 

 Flow control is used to ensure that networking devices 
don’t send too much information to the destination, 
overflowing its receiving buffer space, and causing it to 
drop the sent information 
 

 The purpose of flow control is to ensure the destination 
doesn't get overrun by too much information sent by the 
source 
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Flow Control 
SEQ 1024 
SEQ 2048 

SEQ 3072 

A 
B 

3072 
3 
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User Datagram Protocol (UDP) 

User Datagram Protocol (UDP) is the connectionless transport protocol in 
the TCP/IP protocol stack.  
 
UDP is a simple protocol that exchanges datagrams, without 
acknowledgments or guaranteed delivery. Error processing and 
retransmission must be handled by higher layer protocols. 
 
UDP is designed for applications that do not need to put sequences of 
segments together.  
 
The protocols that use UDP include:  
• TFTP (Trivial File Transfer Protocol)  
• SNMP (Simple Network Management Protocol)  
• DHCP (Dynamic Host Control Protocol)  
• DNS (Domain Name System)  
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• No sequence or acknowledgment fields 

UDP Segment Format 

Source Port (16) Destination Port (16) 

Length (16) 

Data (if Any) 

1 Bit 0 Bit 15 Bit 16 Bit 31 

Checksum (16) 

8 
Bytes 

Presenter
Presentation Notes
Purpose: This graphic explains the format of UDP. 	
Emphasize: UDP is simple and efficient but not reliable. The UDP segment format includes a source port, a destination port, a length field, and an optional checksum field. It has no sequencing, acknowledgments, or windowing.	
Example: TFTP uses a checksum. At the end of the transfer, if the checksum does not match, then the file did not make it. The user is notified and must enter the command again. As a result, the user has become the reliability mechanism.
Transition: The next section discusses the network layer of the OSI model and how it corresponds to the TCP/IP Internet layer.	
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TCP vs UDP 
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Internet Layer Overview 

• In the OSI reference model, the network layer 
corresponds to the TCP/IP Internet layer. 

Internet Protocol (IP) 
 
Internet Control Message 
Protocol (ICMP) 
 
Address Resolution 
Protocol (ARP) 
 
Reverse Address 
Resolution Protocol (RARP) 

Application 

Transport 

Internet 

Data-Link 

Physical 

Presenter
Presentation Notes
IP is the main protocol
It is connection less
IP will carry the data packets
Data packets are IP Packets

IP  	
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IP Datagram 
Version 

(4) 

Destination IP Address (32) 

Options (0 or 32 if Any) 

Data (Varies if Any) 

1 Bit 0 Bit 15 Bit 16 Bit 31 
Header 

Length (4) 
Priority &Type 
 of Service (8) Total Length (16) 

Identification (16) 
Flags 

(3) Fragment Offset (13) 

Time-to-Live (8) Protocol (8) Header Checksum (16) 

Source IP Address (32) 

20 
Bytes 

Presenter
Presentation Notes
Version – IP version current 4
TTL – How many HOPS packet can withstand
Protocol – to determine whether TCP or UDP
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•Determines destination upper-layer protocol  

Protocol Field 

Transport 
Layer 

Internet 
Layer 

TCP UDP 

Protocol 
Numbers 

IP 

17 6 

Presenter
Presentation Notes
Purpose: This figure explains the use of the protocol field.	
Emphasize: Protocol numbers connect, or multiplex, IP to the transport layer. These numbers are standardized in RFC 1700. Cisco uses these numbers in filtering with extended access lists.	
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Internet Control Message  
Protocol 

Application 

Transport 

Internet 

Data-Link 

Physical 

Destination  
Unreachable 
 
Echo (Ping) 
 
Other 

ICMP 
1 

Presenter
Presentation Notes
Purpose: This figure explains which messages are ICMP messages.	
Emphasize: Describe ICMP messages and ping.	
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Address Resolution Protocol 

• Map IP                    MAC       
• Local ARP 

172.16.3.1 

IP: 172.16.3.2  
Ethernet: 0800.0020.1111  

172.16.3.2 

IP: 172.16.3.2 = ??? 

I heard that broadcast. 
The message is for me. 
Here is my Ethernet 
address. 

I need the 
Ethernet 
address of 
176.16.3.2. 

Presenter
Presentation Notes
Layer 4 of 4
Emphasize: In layer 4, the bulleted items at the bottom of the slide appear.	
ARP provides translation between network and data link layers.
Discuss why it is necessary to have a mechanism like ARP.
Describe ARP operation.
Not all protocols use ARP. Some use other methods for address translation.
Note: For the message to be transmitted uniquely to a single interface on the multiaccess link, it is necessary to build a frame with the unique MAC address of the interface.
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Reverse ARP 

•     Map MAC                  IP 
 

Ethernet: 0800.0020.1111 
IP: 172.16.3.25 

Ethernet: 0800.0020.1111 IP = ??? 

What is 
my IP 
address? 

I heard that 
broadcast. 
Your IP 
address is 
172.16.3.25. 

Presenter
Presentation Notes
Layer 4 of 4
Emphasize: In layer 4, the bulleted items appear at the bottom of the slide.	
RARP is used to boot diskless workstations over a network.	
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Found by Xerox Palo Alto Research Center (PARC) in 
1975 
Original designed as a 2.94 Mbps system to connect 

100 computers on a 1 km cable 
Later, Xerox, Intel and DEC drew up a standard 

support 10 Mbps – Ethernet II 
Basis for the IEEE’s 802.3 specification 
Most widely used LAN technology in the world 

Origin of Ethernet 
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10 Mbps IEEE Standards - 10BaseT  

• 10BaseT ⇒ 10 Mbps, baseband, 
over Twisted-pair cable  

• Running Ethernet over twisted-pair 
wiring as specified by IEEE 802.3 

• Configure in a star pattern 
• Twisting the wires reduces EMI 
• Fiber Optic has no EMI 

Unshielded twisted-pair  

RJ-45 Plug and Socket  

Presenter
Presentation Notes
TK-23-24
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 Unshielded Twisted Pair Cable (UTP) 
most popular 
maximum length 100 m 
prone to noise 

Category 1
Category 2
Category 3
Category 4
Category 5
Category 6

Voice transmission of traditional telephone
For data up to 4 Mbps, 4 pairs full-duplex
For data up to 10 Mbps, 4 pairs full-duplex
For data up to 16 Mbps, 4 pairs full-duplex
For data up to 100 Mbps, 4 pairs full-duplex
For data up to 1000 Mbps, 4 pairs full-duplex

Twisted Pair Cables 
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 Baseband Transmission 
 Entire channel is used to transmit a single digital signal 
 Complete bandwidth of the cable is used by a single signal 
 The transmission distance is shorter 
 The electrical interference is lower 

 

 Broadband Transmission 
 Use analog signaling and a range of frequencies 
 Continuous signals flow in the form of waves 
 Support multiple analog transmission (channels) 

Modem Broadband 
Transmission Network 

Card 

Baseband 
Transmission 

Baseband VS Broadband  
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Straight-through cable  



110 

Straight-through cable pinout 
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Crossover cable  
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Crossover cable 
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Rollover cable  
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Rollover cable pinout  
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Straight-Thru or Crossover 

Use straight-through cables for the following cabling:  
 Switch to router  
 Switch to PC or server  
 Hub to PC or server  

 
Use crossover cables for the following cabling:  

 Switch to switch  
 Switch to hub  
 Hub to hub  
 Router to router  
 PC to PC  
 Router to PC  



116 



117 

Decimal to Binary 

100 = 1 
101 = 10 
102 = 100 
103 = 1000 

1 
10 
100 
1000 

172 – Base 10 

1 
2 
4 
8 
16 
32 
64 
128 

10101100– Base 2 

20 = 1 
21 = 2 
22 = 4 
23 = 8 
24 = 16 
25 = 32 
26 = 64 
27 = 128 

10101100 

172 

2 
70 

100 
 

172 

0 
0 
4 
8 
0 

32 
0 

128 
 

172 
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Base 2 Number System 

101102 = (1 x 24 = 16) + (0 x 23 = 0) + (1 x 22 = 4) +  
                (1 x 21 = 2) + (0 x 20 = 0) = 22   
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Converting Decimal to Binary 

Convert  20110 to binary: 
    201   /   2   =   100   remainder   1 
    100   /   2   =     50   remainder   0 
      50   /   2   =     25   remainder   0 
      25   /   2   =     12   remainder   1 
      12   /   2   =       6   remainder   0 
        6   /   2   =       3   remainder   0 
        3   /   2   =       1   remainder   1 
        1   /   2   =       0   remainder   1 
When the quotient is 0, take all the remainders in 
reverse order for your answer:  20110 = 110010012 
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Binary to Decimal Chart 
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Hex to Binary to Decimal Chart 
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– Unique addressing allows communication  
between end stations. 

– Path choice is based on destination address. 
• Location is represented by an address 

Introduction to TCP/IP 
Addresses 

172.18.0.2 

172.18.0.1 

172.17.0.2 172.17.0.1 

172.16.0.2 

172.16.0.1 

SA DA HDR DATA 
10.13.0.0 192.168.1.0 

10.13.0.1 192.168.1.1 

Presenter
Presentation Notes
Purpose: This is an introduction slide to the IP addressing section.
Emphasize: Stations with internetwork access must have unique addresses.
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IP Addressing 

 255 255  255  255 

Dotted 
Decimal 

Maximum 

Network Host 

12
8 64
 

32
 

16
 8 4 2 1   11111111  11111111  11111111  11111111 

 10101100  00010000  01111010  11001100 

Binary 

32 Bits 

 172  16  122  204 Example 
Decimal 
Example 
Binary 

1 8 9 16 17 24 25 32 

12
8 64
 

32
 

16
 8 4 2 1  

12
8 64
 

32
 

16
 8 4 2 1  

12
8 64
 

32
 

16
 8 4 2 1  

Presenter
Presentation Notes
Layer 3 of 3
Emphasize: In layer 3, an example of dotted decimal format and binary are displayed.	
IP address format is dotted decimal. Dotted decimal makes it easy to work with IP addresses. However, in this course we will work with the addresses on the bit level, so we will convert these addresses into binary, make changes to them, and convert them back.
The central authority for addresses is the Internet Assigned Numbers Authority (IANA).
Note: This most common form of addressing reflects the widely used IP version 4. Faced with the problem of depleting available addresses, Internet Engineering Task Force (IETF) work is under way for a backward-compatible next generation of IP (IPng, also called IP 6). 
IP 6 will offer expanded routing and addressing capabilities with 128-bit addresses rather than the 32-bit addressing shown on the graphic. Addresses from both IP versions will coexist. Initial occurrences will probably be at locations with address translator software and firewalls. 	
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•Class A:   

•Class B:   

•Class C:    

•Class D:   Multicast     

•Class E:       Research 

IP Address Classes 

Network Host Host Host 

Network Network Host Host 

Network Network Network Host 

8 Bits 8 Bits 8 Bits 8 Bits 

Presenter
Presentation Notes
Slide 1 of 2
Purpose: This graphic describes the three most common classes of IP address. 
Emphasize: Discuss classes of addresses. Each address contains information about the network number and the host number of the device. Class A addresses are for very large organizations, Class B addresses are for smaller organizations, and Class C addresses for even smaller ones.
As the number of networks grows, classes may eventually be replaced by another addressing mechanism, such as classless interdomain routing (CIDR). RFC 1467, Status of CIDR Deployment in the Internet, presents information about CIDR. RFC 1817, CIDR and Classful Routing, also presents CIDR information.	
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IP Address Classes 
1 

Class A: 
Bits: 

0NNNNNNN Host Host Host 
8 9 16 17 24 25 32 

Range (1-126) 
1 

Class B: 
Bits: 

10NNNNNN Network Host Host 
8 9 16 17 24 25 32 

Range (128-191) 
1 

Class C: 
Bits: 

110NNNNN Network Network Host 

8 9 16 17 24 25 32 

Range (192-223) 
1 

Class D: 
Bits: 

1110MMMM Multicast Group Multicast Group Multicast Group 

8 9 16 17 24 25 32 

Range (224-239) 

Presenter
Presentation Notes
Slide 2 of 2
Emphasize: Highlight the fixed values that start each class address.
The first octet rule states that when an address falls into a specified range, it belongs to a certain class. Students should soon be able to recognize the address class of any IP address on sight.
Note: If time or interest permits, you can use the initial bit patterns in the first octet and show how a class of IP network derives the range of network numbers for that IP address class.
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Host Addresses 
172.16.2.2 

172.16.3.10 

172.16.12.12 

10.1.1.1 

10.250.8.11 

10.180.30.118 

E1 

172.16 12 12 
Network Host 

. . Network Interface 

172.16.0.0 
10.0.0.0 

E0 
E1 

Routing Table 

172.16.2.1 

10.6.24.2 

E0 

Presenter
Presentation Notes
Purpose: This figure presents an overview of host and network address conventions. 
Emphasize: In the example, 172.16.0.0 and 10.0.0.0 refer to the wires at each end of the router. 
Explain how the routing table is used. Entries in the routing table refer to the network only. The router does not know the location of hosts; it knows the location of networks.	
.
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Classless Inter-Domain Routing 
(CIDR) 

• Basically the method that ISPs (Internet Service 
Providers) use to allocate an amount of 
addresses to a company, a home  

• Ex : 192.168.10.32/28  
• The slash notation (/) means how many bits are 

turned on (1s)  
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CIDR Values 



129 

 11111111 

Determining Available Host 
Addresses 

 172       16         0           0 

 10101100  00010000  00000000  00000000 

16
 

15
 

14
 

13
 

12
 

11
 

10
 

  9
   8 7 6 5 4 3 2 1   

Network Host 

 00000000  00000001 

 11111111  11111111 
 11111111  11111110 

...
 

...
  00000000  00000011 

 11111101 

1 
2 
3 

65534 
65535 
65536 
– 

...
 

2 
65534 

N 

2N – 2 = 216 – 2 = 65534 

Presenter
Presentation Notes
Purpose: This figure explains how to calculate the number of available hosts in a network.
Emphasize: 2N-2 is the calculation to determine available hosts. N is the number of binary digits in the host field. Subtract 2 because a host cannot be all 0s or 1s.
The same principle applies when determining the number of available networks.
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IP Address Classes Exercise 

Address Class Network Host 

10.2.1.1 

128.63.2.100 

201.222.5.64 

192.6.141.2 

130.113.64.16 

256.241.201.10 

Presenter
Presentation Notes
Layer 1 of 2
Purpose: This exercise verifies that the students understand IP address classes, network numbers, and host numbers.
Give the students time to list the address class, network, and host number for each IP address in the table. Review the correct answers interactively.	
The answers are given in the following figure.
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IP Address Classes Exercise 
Answers 

Address Class Network Host 

10.2.1.1 

128.63.2.100 

201.222.5.64 

192.6.141.2 

130.113.64.16 

256.241.201.10 

A 

B 

C 

C 

B 

Nonexistent 

10.0.0.0 

128.63.0.0 

201.222.5.0 

192.6.141.0 

130.113.0.0 

0.2.1.1 

0.0.2.100 

0.0.0.64 

0.0.0.2 

0.0.64.16 

Presenter
Presentation Notes
Layer 2 of 2
Purpose: The answers to the exercise are given in the figure.
Note: Students can also find the answers to this exercise in the Appendix D, “Answers.” 



132 

Subnetting 

Subnetting is logically dividing the network 
by extending the 1’s used in SNM 
Advantage 
Can divide network in smaller parts 
Restrict Broadcast traffic 
Security 
Simplified Administration 
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Formula 
 Number of subnets – 2x-2 

Where X = number of bits borrowed 
 

 Number of Hosts – 2y-2 
 Where y = number of 0’s 

 
 Block Size = Total number of Address 
 Block Size = 256-Mask 
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Subnetting 
 Classful IP Addressing SNM are a set of 255’s and 0’s. 
 In Binary it’s contiguous 1’s and 0’s. 
 SNM cannot be any value as it won’t follow the rule of 

contiguous 1’s and 0’s. 
 Possible subnet mask values 

– 0 
– 128 
– 192 
– 224 
– 240 
– 248 
– 252 
– 254 
– 255 

Presenter
Presentation Notes
Advantages of Subnetting
Subnetting is often used to accommodate a divided physical topology or to restrict
broadcast traffic on a network.Other advantages of subnetting include improved secu ­
rity (by restricting unauthorized traffic behind routers)and simplified administration
(by delegating control of subnets to other departments or administrators).
Accommodating Physical Topology Suppose you are designing a campus network
with 200 hosts spread over four buildings —Voter Hall,Twilight Hall,Monroe Hall,
and Sunderland Hall.You want each of these four buildings to include 50 hosts.If
your ISP has allocated to you the Class C network 208.147.66.0,you can use the
addresses 208.147.66.1 –208.147.66.254 for your 200 hosts.

Restricting Broadcast Traffic A broadcast is a network message sent from a single
computer and distributed to all other devices on the same physical network segment.
Broadcasts are resource-intensive because they use up network bandwidth and request
the attention of every network adapter and processor on the local network segment.
Routers block broadcasts and protect networks from becoming overburdened with
unnecessary traffic.Because routers also define the logical limits of subnets,subnet ­
ting a network indirectly allows you to limit the propagation of broadcast traffic in
that network.
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• Network 172.16.0.0 

172.16.0.0 

Addressing Without Subnets 

172.16.0.1 172.16.0.2 172.16.0.3 

…... 

172.16.255.253 172.16.255.254 

Presenter
Presentation Notes
Purpose: This figure explains what networks look like without subnets.	
Emphasize: Without subnets, use of network addressing space is inefficient. 
The Class B network is like a highway with no exits—there is no place to exit, so all of the traffic is in one line.	




136 • Network 172.16.0.0 

Addressing with Subnets 

172.16.1.0 172.16.2.0 

172.16.3.0 

172.16.4.0 

Presenter
Presentation Notes
Purpose: This figure describes network structure when subnets are used. 	
Emphasize: The host bits of an IP address can be subdivided into a subnetwork section and a host section. The subnetwork section in this example is the full third octet.
Point out the difference in the addressing between the previous slide and this slide.
A subnetted address space is like a highway with exits.
A network device uses a subnet mask to determine what part of the IP address is used for the network, the subnet, and the device ID. 
A subnet mask is a 32-bit value containing a number of one bits for the network and subnet ID, and a number of zero bits for the host ID. 
Given its own IP address and subnet mask, a device can determine if an IP packet is destined for 1) a device on its own subnet, 2) a device on a different subnet on its own network, or 3) a device on a different network. 
A device can determine what class of address the device has been assigned from its own IP address. The subnet mask then tells the device where the boundary is between the subnet ID and the host ID. 	
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Subnet Addressing 
172.16.2.200 

172.16.2.2 

172.16.2.160 

172.16.2.1 

172.16.3.5 

172.16.3.100 

172.16.3.150 

E0 

172.16 
Network 

Network Interface 

172.16.0.0 
172.16.0.0 

E0 
E1 

New Routing Table 
  2 160 
Host 

. . 

172.16.3.1 
E1 

Presenter
Presentation Notes
Layer 1 of 2
Purpose: This figure shows what would happen if there were no subnetting.
Emphasize: If networks could not be broken down into more granular subnetworks, few networks could exist, each with a capacity for many hosts. 
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Subnet Addressing 
172.16.2.200 

172.16.2.2 

172.16.2.160 

172.16.2.1 

172.16.3.5 

172.16.3.100 

172.16.3.150 

172.16.3.1 

E0 
E1 

172.16 2 160 
Network Host 

. . Network Interface 

172.16.2.0 
172.16.3.0 

E0 
E1 

New Routing Table 

Subnet 

Presenter
Presentation Notes
Layer 1 of 2
Emphasize: By turning on more bits in the mask, we reserve some bits as network information and can use these bits to describe subnetworks. 
Describe how the router makes use of this technique. Point out that there is more information in the routing table now.	
Note: As you enter the discussion about subnet masks, a question might arise about whether it is legal to define a discontiguous subnet mask. A discontiguous subnet mask consists of intervening zeros, as in 101111011000, rather than all ones followed by zeros, as in 1111111100000000. The question has two answers. According to RFC 950 that describes IP, a discontiguous subnet mask is legal. However, the hardware expense to produce an interface that supports discontiguous masking is cost prohibitive. Thus in practice it is not supported on most vendors’ equipment, including Cisco. Also, discontiguous masking has no benefit, and it is much more difficult to maintain a network based on this design. Later RFCs make noncontiguous subnet masks illegal because they are incompatible with future addressing schemes such as CIDR.	
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Subnet Mask 

172 16 0 0 

255 255 0 0 

255 255 255 0 

IP 
Address 

Default 
Subnet 

Mask 

8-Bit 
Subnet 

Mask 

Network Host 

Network Host 

Network Subnet Host 

• Also written as “/16,” where 16 represents the number of 1s 
in the mask 

• Also written as “/24,” where 24 represents the number of 
1s in the mask 

 

 11111111  11111111 00000000 00000000 

Presenter
Presentation Notes
Emphasize: Turn on more bits to represent subnets.
Compare the default or standard subnet mask with the subnet mask in the slide.
The following are the rules for IP addressing:
An address is 32 bits, divided into three components: 
First octet rule bits
Network bits (path selection bits)
Node bits
The first octet rule states that the most significant bit pattern in the first octet determines the class of the address.
Path selection bits cannot be all ones or zeros.
Certain addresses are reserved. RFC 1918 defines some of those.
Prefix or mask one bits are path selection significant; zero bits are host bits and therefore not significant.
Use the logical AND to combine the address and mask bits to get the subnet address.
The maximum number of available subnets equals 2 prefix bits - 2; the maximum number of available hosts equals 2 32- prefix bits - 2.	
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Decimal Equivalents of Bit 
Patterns 

0 0 0 0 0 0 0 0 = 0 

1 0 0 0 0 0 0 0 = 128 

1 1 0 0 0 0 0 0 = 192 

1 1 1 0 0 0 0 0 = 224 

1 1 1 1 0 0 0 0 = 240 

1 1 1 1 1 0 0 0 = 248 

1 1 1 1 1 1 0 0 = 252 

1 1 1 1 1 1 1 0 = 254 

1 1 1 1 1 1 1 1 = 255 

128   64 32 16 8 4 2 1 

Presenter
Presentation Notes
Purpose: This figure explains how subnet masks are converted to decimal addresses.	
Emphasize: Review binary-to-decimal conversion, bit weighting, and conversion.
Explain the logical AND.
One possible explanation of the logical AND follows. We will need to be able to perform a logical AND on the binary numbers. Just take two binary numbers and place one above the other. The ones in the bottom are like a pipe—the number above it just drops through. The zeros are like a clogged pipe, so nothing comes out in the answer.
Presenting a truth table will help some students understand. You might need to give more than one explanation.	
Note: You might want to hand out a binary-to-decimal conversion sheet if you have not already done so. We have not included one in the lab section. It is more useful to have one that is on a separate page from the labs.	
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16 

Network Host 

172 0 0 

10101100 

11111111 

10101100 

00010000 

11111111 

00010000 

00000000 

00000000 

10100000 

00000000 

00000000 

•Subnets not in use—the default 

00000010 

Subnet Mask Without Subnets 

172.16.2.160 

  255.255.0.0 

Network 
Number 

Presenter
Presentation Notes
Purpose: This graphic explains how routers use addresses that have no subnet mask. 
Emphasize: Explain how masking works at the bit level. Zero bits mask host information.
Note: This is an easy place to lose students. At this point, they need to learn several abstract mathematical concepts before we can show them how to lay out an IP-addressed network. To the novice, these techniques may seem unrelated, making the presentation confusing. To a more experienced audience, these techniques will be familiar.	
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•Network number extended by eight bits 

Subnet Mask with Subnets 

16 

Network Host 

172.16.2.160 

  255.255.255.0 

172 2 0 

10101100 

11111111 

10101100 

00010000 

11111111 

00010000 

11111111 

00000010 

10100000 

00000000 

00000000 

00000010 

Subnet 

Network 
Number 

12
8 

19
2 

22
4 

24
0 

24
8 

25
2 

25
4 

25
5 

Presenter
Presentation Notes
Slide 1 of 2
Purpose: This figure shows how the router determines an address when subnetting is used.	
Emphasize: This example makes a Class B address space look like a collection of Class C address spaces.
Now the logical AND allows us to extract the subnet number as well as the assigned network number.	
An exercise follows that tests the students’ understanding of subnet masks.	
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Subnet Mask with Subnets 
(cont.) 

Network Host 

172.16.2.160 

  255.255.255.192 

10101100 

11111111 

10101100 

00010000 

11111111 

00010000 

11111111 

00000010 

10100000 

11000000 

10000000 

00000010 

Subnet 

•Network number extended by ten bits 

16 172 2 128 
Network 
Number 

12
8 

19
2 

22
4 

24
0 

24
8 

25
2 

25
4 

25
5 

12
8 

19
2 

22
4 

24
0 

24
8 

25
2 

25
4 

25
5 

Presenter
Presentation Notes
Slide 2 of 2
Purpose: This figure shows how the router determines an address when subnetting is used.	
Emphasize: This example is different from the previous example in that the the subnet and host are divided within an octet.	
Transition: An exercise follows that tests the students’ understanding of subnet masks.	
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Subnet Mask Exercise 

Address Subnet Mask Class Subnet 

172.16.2.10 

10.6.24.20 

10.30.36.12 

255.255.255.0 

255.255.240.0 

255.255.255.0 

Presenter
Presentation Notes
Layer 1 of 2
Purpose: This exercise is for the students to take the given IP addresses and associated subnet masks and perform a logical AND to extract the subnet number. Provide time in class and review the answers after most of the students have finished.
The answers are given in the following figure. 	
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Subnet Mask Exercise Answers 

Address Subnet Mask Class Subnet 

172.16.2.10 

10.6.24.20 

10.30.36.12 

255.255.255.0 

255.255.240.0 

255.255.255.0 

B 

A 

A 

172.16.2.0 

10.6.16.0 

10.30.36.0 

Presenter
Presentation Notes
Layer 2 of 2
Purpose: The answers to the exercise are given in the figure.
Note: Students can also find the answers to this exercise in the Appendix D, “Answers.”



146 

Broadcast Addresses 

172.16.1.0 
172.16.2.0 

172.16.3.0 

172.16.4.0 

172.16.3.255 
(Directed Broadcast) 

255.255.255.255 
(Local Network Broadcast) 

X 
172.16.255.255 

(All Subnets Broadcast) 

Presenter
Presentation Notes
Purpose: This figure explains how broadcast addresses work.
Emphasize: A range of addresses is needed to allocate address space. A valid range of addresses is between subnet zero and the directed broadcast.
The following RFCs provide more information about broadcasts:
RFC 919, Broadcasting Internet Datagrams
RFC 922, Broadcasting IP Datagrams in the Presence of Subnets
Cisco’s support for broadcasts generally complies with these two RFCs. It does not support multisubnet broadcasts that are defined in RFC 922.	
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Addressing Summary Example 

10101100 

11111111 

10101100 

00010000 

11111111 

00010000 

11111111 

00000010 

10100000 

11000000 

10000000 

00000010 

10101100 00010000 00000010 10111111 

10101100 00010000 00000010 10000001 

10101100 00010000 00000010 10111110 

Host 
Mask 

Subnet 
Broadcast 

Last 
First 

172.16.2.160 

255.255.255.192 

172.16.2.128 

172.16.2.191 

172.16.2.129 

172.16.2.190 

1 

2 

3 

4 

5 
6 

7 

8 9 

16 172 2 160 

Presenter
Presentation Notes
Layer 9 of 9
Emphasize: In layer 9, convert binary back to dotted decimal.
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IP Host Address: 172.16.2.121 
Subnet Mask:  255.255.255.0 

• Subnet Address = 172.16.2.0 
• Host Addresses = 172.16.2.1–172.16.2.254 
• Broadcast Address = 172.16.2.255 
• Eight Bits of Subnetting 

Network Subnet Host 

10101100 00010000 00000010 11111111 

172.16.2.121: 
255.255.255.0: 

10101100 
11111111 

Subnet: 10101100 00010000 

00010000 
11111111 

00000010 

00000010 

11111111 
01111001  
00000000 

00000000 

Class B Subnet Example 

Broadcast: 

Network 

Presenter
Presentation Notes
Purpose: This figure shows an example of a Class B network with a subnet. 	
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Subnet Planning 

Other  
Subnets 

192.168.5.16 

192.168.5.32 192.168.5.48 

20 Subnets 
5 Hosts per Subnet 
Class C Address: 
 192.168.5.0 

Presenter
Presentation Notes
Purpose: This figure explains how to plan subnet numbers.	
Emphasize: What if this were a Class B address? How many bits would we have for subnetting then? Where do you want to draw the line now?
Alternatives to review: Creating the subnet at the octet boundary is easier to work with—more host bits and more subnet bits.
Explain that the decision is really a guess on how you think your network will grow—will it have more subnets or more hosts?
RFC 1219: Mirroring hedges the subnetting decision by buying time. Do not use mirroring if you intend to use route summarization or variable-length subnet masking (VLSM); they are incompatible with mirroring.	
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11111000 

IP Host Address: 192.168.5.121 
Subnet Mask:   255.255.255.248 

Network Subnet Host 

192.168.5.121: 11000000 
11111111 

Subnet: 11000000 10101000 

10101000 
11111111 

00000101 

00000101 

11111111 
01111001   

01111000 

255.255.255.248: 

Class C Subnet Planning 
Example 

• Subnet Address = 192.168.5.120 
• Host Addresses = 192.168.5.121–192.168.5.126 
• Broadcast Address = 192.168.5.127 
• Five Bits of Subnetting 

Broadcast: 

Network Network 

11000000 10101000 00000101 01111111 

Presenter
Presentation Notes
Purpose: This figure shows an example of a Class C network with a subnet. 	
Emphasize: Contrast the Class C network subnet mask with the previous Class B example.	
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Exercise 

• 192.168.10.0 
• /27 

 
? – SNM 
? – Block Size 
?- Subnets 
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Exercise 

• /27 
 

? – SNM – 224 
? – Block Size = 256-224 = 32 
?- Subnets 
 

Subnets 10.0 10.32 10.64 

FHID 10.1 10.33 

LHID 10.30 10.62 

Broadcast 10.31 10.63 
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Exercise 

• 192.168.10.0 
• /30 

 
? – SNM 
? – Block Size 
?- Subnets 
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Exercise 

• /30 
 

? – SNM – 252 
? – Block Size = 256-252 = 4 
?- Subnets 
 

Subnets 10.0 10.4 10.8 

FHID 10.1 10.5 

LHID 10.2 10.6 

Broadcast 10.3 10.7 
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Exercise 
Mask Subnets Host 

/26 ? ? ? 
/27 ? ? ? 
/28 ? ? ? 
/29 ? ? ? 
/30 ? ? ? 
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Exercise 
Mask Subnets Host 

/26 192 4 62 
/27 224 8 30 
/28 240 16 14 
/29 248 32 6 
/30 252 64 2 
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Exam Question 

• Find Subnet and Broadcast address 
– 192.168.0.100/27 

Presenter
Presentation Notes
Bs = 32
Subnet 192.168.0.96
B/c – 192.168.0.127
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Exercise 

192.168.10.54 /29 
Mask ? 
Subnet ? 
Broadcast ? 

Presenter
Presentation Notes
Mask = 248
BS = 8
Nw= 48
B/c - 55
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Exercise 

192.168.10.130 /28 
Mask ? 
Subnet ? 
Broadcast ? 

Presenter
Presentation Notes
Mask = 240
BS=16
NW-128
B/c-143
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Exercise 

192.168.10.193 /30 
Mask ? 
Subnet ? 
Broadcast ? 

Presenter
Presentation Notes
Mask = 252
BS=4
NW-192
B/c-195
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Exercise 

192.168.1.100 /26 
Mask ? 
Subnet ? 
Broadcast ? 

Presenter
Presentation Notes
Mask = 192
BS=64
NW-64
B/c-127
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Exercise 

192.168.20.158 /27 
Mask ? 
Subnet ? 
Broadcast ? 

Presenter
Presentation Notes
Mask = 224
BS=32
NW-128
B/c-159
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Class B 

172.16.0.0 /19 
Subnets ? 
Hosts ? 
Block Size ? 
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Class B 
172.16.0.0 /19 
Subnets 23 -2 = 6 
Hosts 213 -2 = 8190 
Block Size 256-224 = 32 

 
 Subnets 0.0 32.0 64.0 96.0 

FHID 0.1 32.1 64.1 96.1 

LHID 31.254 63.254 95.254 127.254 

Broadcast 31.255 63.255 95.255 127.255 
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Class B 

172.16.0.0 /27 
Subnets ? 
Hosts ? 
Block Size ? 
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Class B 
172.16.0.0 /27 
Subnets 211 -2 = 2046 
Hosts 25 -2 = 30 
Block Size 256-224 = 32 

 
 Subnets 0.0 0.32 0.64 0.96 

FHID 0.1 0.33 0.65 0.97 

LHID 0.30 0.62 0.94 0.126 

Broadcast 0.31 0.63 0.95 0.127 
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Class B 

172.16.0.0 /23 
Subnets ? 
Hosts ? 
Block Size ? 
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Class B 
172.16.0.0 /23 
Subnets 27 -2 = 126 
Hosts 29 -2 = 510 
Block Size 256-254 = 2 

 
 Subnets 0.0 2.0 4.0 6.0 

FHID 0.1 2.1 4.1 6.1 

LHID 1.254 3.254 5.254 7.254 

Broadcast 1.255 3.255 5.255 7.255 
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Class B 

172.16.0.0 /24 
Subnets ? 
Hosts ? 
Block Size ? 
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Class B 
172.16.0.0 /24 
Subnets 28 -2 = 254 
Hosts 28 -2 = 254 
Block Size 256-255 = 1 

 
 Subnets 0.0 1.0 2.0 3.0 

FHID 0.1 1.1 2.1 3.1 

LHID 0.254 1.254 2.254 3.254 

Broadcast 0.255 1.255 2.255 3.255 
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Class B 

172.16.0.0 /25 
Subnets ? 
Hosts ? 
Block Size ? 
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Class B 
172.16.0.0 /25 
Subnets 29 -2 = 510 
Hosts 27 -2 = 126 
Block Size 256-128 = 128 

 
 Subnets 0.0 0.128 1.0 1.128 2.0 2.128 

FHID 0.1 0.129 1.1 1.129 2.1 2.129 

LHID 0.126 0.254 1.126 1.254 2.126 2.254 

Broadcast 0.127 0.255 1.127 1.255 2.127 2.255 
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Find out Subnet and Broadcast 
Address 

• 172.16.85.30/29 

Presenter
Presentation Notes
Mask = 248
BS = 256-248= 8
Network - 172.16.85.24
B/c 172.16. 85.31
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Find out Subnet and Broadcast 
Address 

• 172.30.101.62/23 

Presenter
Presentation Notes
Mask = 254
BS = 256-254= 2
Network - 172.30.100.0
B/c 172.30.101.255
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Find out Subnet and Broadcast 
Address 

• 172.20.210.80/24 

Presenter
Presentation Notes
Mask = 255
BS = 256-255= 1
Network - 172.20.210.0
B/c 172.20.210.255
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Exercise 

• Find out the mask which gives 100 
subnets for class B 

Presenter
Presentation Notes
2x = 128
27=128
Mask 

255.255.254.0
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Exercise 

• Find out the Mask which gives 100 hosts 
for Class B 

Presenter
Presentation Notes
7 bits to be left from host part
255.255.255.128
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Class A 

10.0.0.0 /10 
Subnets ? 
Hosts ? 
Block Size ? 
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Class A 
10.0.0.0 /10 
Subnets 22 -2 = 2 
Hosts 222 -2 = 4194302 
Block Size 256-192 = 64 

 
 

Subnets 10.0 10.64 10.128 10.192 

FHID 10.0.0.1 10.64.0.1 10.128.0.1 10.192.0.1 

LHID 10.63.255.254 10.127.255.254 10.191.255.254 10.254.255.254 

Broadcast 10.63.255.255 10.127.255.255 10.191.255.255 10.254.255.255 
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Class A 

10.0.0.0 /18 
Subnets ? 
Hosts ? 
Block Size ? 
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Class A 
10.0.0.0 /18 
Subnets 210 -2 = 1022 
Hosts 214 -2 = 16382 
Block Size 256-192 = 64 

 
 

Subnets 10.0.0.0 10.0.64.0 10.0.128.0 10.0.192.0 

FHID 10.0.0.1 10.0.64.1 10.0.128.1 10.0.192.1 

LHID 10.0.63.254 10.0.127.254 10.0.191.254 10.0.254.254 

Broadcast 10.0.63.255 10.0.127.255 10.0.191.255 10.0.254.255 
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Broadcast Addresses Exercise 

Address Class Subnet Broadcast 

201.222.10.60  255.255.255.248 

Subnet Mask 

15.16.193.6  255.255.248.0 

128.16.32.13  255.255.255.252 

153.50.6.27  255.255.255.128 

Presenter
Presentation Notes
Layer 1 of 2
Emphasize: Have the students calculate the subnet numbers and the broadcast address for each subnet from the given IP addresses and subnet masks.	
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Broadcast Addresses Exercise 
Answers 

153.50.6.127 

Address Class Subnet Broadcast 

201.222.10.60  255.255.255.248 C 201.222.10.63 201.222.10.56 

Subnet Mask 

15.16.193.6  255.255.248.0 A 15.16.199.255 15.16.192.0 

128.16.32.13  255.255.255.252 B 128.16.32.15 128.16.32.12 

153.50.6.27  255.255.255.128 B 153.50.6.0 

Presenter
Presentation Notes
Layer 2 of 2
Purpose: The answers to the exercise are given in the figure.
Note: Students can also find the answers to this exercise in the Appendix D, “Answers.”
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VLSM 
• VLSM is a method of designating a different subnet 

mask for the same network number on different subnets 
 

• Can use a long mask on networks with few hosts and a 
shorter mask on subnets with many hosts  
 

• With VLSMs we can have different subnet masks for 
different subnets. 
 

Presenter
Presentation Notes
Stand for Variable length Sub net mask
Every subnet will have different SNM based o requirement
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Variable Length Subnetting 

VLSM allows us to use one class C address to 
design a networking scheme to meet the 
following requirements: 
Bangalore  60 Hosts 
Mumbai    28 Hosts 
Sydney   12 Hosts 
Singapore  12 Hosts 
WAN 1      2 Hosts 
WAN 2     2 Hosts 
WAN 3     2 Hosts 
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Networking Requirements 
Bangalore 60 

Mumbai 60 Sydney 60 Singapore 60 

WAN 1 WAN 2 

WAN 3 

In the example above, a /26 was used to  provide the 60 addresses 
for Bangalore and the other LANs. There  are no addresses left for 
WAN links 
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Networking Scheme  

Mumbai 192.168.10.64/27 

Bangalore 
192.168.10.0/26 

Sydney 192.168.10.96/28 

Singapore 192.168.10.112/28 

WAN 192.168.10.129 and 130 WAN 192.198.10.133 and 134 

WAN 192.198.10.137 and 138 

60 12 12 

28 

2 2 
2 192.168.10.128/30 

192.168.10.136/30 

192.168.10.132/30 
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VLSM Exercise 
2 

2 

2 

40 

25 

12 

192.168.1.0 
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VLSM Exercise 

2 2 

2 

40 

25 

12 

192.168.1.0 

192.168.1.4/30 

192.168.1.8/30 

192.168.1.12/30 

192.168.1.16/28 

192.168.1.32/27 

192.168.1.64/26 

Presenter
Presentation Notes
2 HOST EACH FOR WAN Link = /30
SNM = 255.255.255.252
BS=4
Networks = 192.168.1.4, 8,12

For 12 Hosts

Bit needed 4 bits
Mask 255.255.255.240
Block Size – 16
Network 
192.168.1.16

For 25 hosts 5 bits on host part, so 3 bit on network
Mask 224
BS = 32 
Network = 192.168.1.32

For 40 hosts bit to be left = 6
Mask 192
BS = 64
Network 192.168.1.64
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VLSM Exercise 

2 

2 

8 

15 

5 

192.168.1.0 

2 

2 
35 

Presenter
Presentation Notes
Wan 1 – 192.168.1.4/30
Wan 2 – 192.168.1.8/30
WAN3 - 192.168.1.12/30
WAN4 – 192.168.1.16/30

For 5 hosts
192.168.1.24/29

For 8 hosts
192.168.1.32/28

For 15 Hosts
192.168.1.64/27

For 35 Hosts
192.168.1.128/26
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Summarization 
• Summarization, also called route aggregation, allows 

routing protocols to advertise many networks as one 
address.  

• The purpose of this is to reduce the size of routing tables 
on routers to save memory 

• Route summarization (also called route aggregation or 
supernetting) can reduce the number of routes that a 
router must maintain 

• Route summarization is possible only when a proper 
addressing plan is in place 

• Route summarization is most effective within a 
subnetted environment when the network addresses are 
in contiguous blocks   
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Summarization 

Presenter
Presentation Notes
In the networking world route aggregate means combining routes to multiple networks
into one. This is also known as route summarization or supernetting. It is normally used to
reduce the number of route entries in the routing table by advertising numerous routes into
one larger route.
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Supernetting 

Network Subnet 

172.16.12.0 11000000 

11111111 

10101000 

11111111 

00001100 

11111111 255.255.255.0 

Network Network 

00000000 

00000000 
16 8 4 2 1 

172.16.13.0 11000000 10101000 00001101 00000000 
172.16.14.0 11000000 10101000 00001110 00000000 
172.16.15.0 11000000 10101000 00001111 00000000 
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Supernetting 

Network Subnet 

172.16.12.0 11000000 

11111111 

10101000 

11111111 

00001100 

11111100 255.255.252.0 

Network Network 

00000000 

00000000 
16 8 4 2 1 

172.16.13.0 11000000 10101000 00001101 00000000 
172.16.14.0 11000000 10101000 00001110 00000000 
172.16.15.0 11000000 10101000 00001111 00000000 

172.16.12.0/24 
172.16.13.0/24 
172.16.14.0/24 
172.16.15.0/24 

 

172.16.12.0/22 
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Supernetting Question 

 What is the most efficient summarization that TK1 can use to advertise its 
networks to TK2? 
 
A. 172.1.4.0/24172.1.5.0/24172.1.6.0/24172.1.7.0/24 
B. 172.1.0.0/22 
C. 172.1.4.0/25172.1.4.128/25172.1.5.0/24172.1.6.0/24172.1.7.0/24 
D. 172.1.0.0/21 
E. 172.1.4.0/22 
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